Abstract. This paper investigates the fault detection problem for networked systems based on passivity theory. By developing the filtering-based residual generator satisfying passivity, sufficient conditions can be established for ensuring that the fault can be detected in time. Finally, an illustrative example is provided to demonstrate the effective of the theoretical results.
Introduction
Networked control systems (NCSs) have gained tremendous attentions during the last decade and have wide applications in various fields [1, 2] . By applying the communication network, the performance of control systems can be considerably improved and lower cost can be obtained accordingly. As a consequence, there have been a lot of effective analysis and synthesis approaches for NCSs. It should be pointed out that certain fault may happen in the NCSs, such that fault detection problem for NCSs is very important in both theory and real-world applications [3, 4, 5] . Note that filtering-based fault detection methods are useful and achieved many remarkable results.
On the other hand, passivity theory has been applied in kinds of complex systems due to its powerful framework. With passivity performance, system inputs and outputs can be related with respect to energy issues. For control systems, there are many efforts on passivity theory, which can show great advantages [6, 7] . However, it is worth mentioning that there are few results on the fault detection problem for NCSs based on passivity theory, which motivates us for this paper.
In this paper, the passivity performance is introduced for the fault detection problem of NCSs. We first build the filtering-based residual generator, then we develop the sufficient conditions based on Lyapunov-Krasovskii functional for the augmented error system ensuring the passivity, which means that the fault can be detected.
The remainder is arranged as follows: the preliminaries are given for NCSs and the corresponding fault detection problem is formulated. Then, the main results of our paper are presented in the form of linear matrix inequalities. Moreover, we give a numerical example for demonstrating our theoretical results. In the end, the paper is concluded with future perspectives.
We use the following notations: * denotes the ellipsis for symmetry terms in matrices and diag{*} denotes the block-diagonal matrices.
Problem Formulation and Preliminaries
We are considering the following class of NCSs:
f x t Ax t Bu t B t B f t y t Cx t
where ( ) x t denotes the system state, ( ) u t denotes the control input, ( ) t ω denotes the external disturbance and ( ) f t denotes the system fault to be detected, ( ) y t is the measurement output. Matrices A , B , B ω , f B and C are known and constant.
In order to generate the residual signal, we develop a filter-type residual generator as follows:
F F F x t A x t B y t r t C x t D y t
where ( ) 
In addition, the weighting fault signal ( ) f W t is adopted which satisfies that
where ( ) f r t is the reference residual signal.
where ( ) ( ), ( ), ( ) To this end, the following defintion is given with passivity performance: the system in Eq. 5 can satisfy the passivity performance if 0 0
( ( ) ( ) ( ) ( ) p p t t T T r t t dt t t dt
ϖ γ ϖ ϖ ≥ − ∫ ∫ .
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Main Results
In this section, we will design the filter gains of the residual generator with the help of linear matrix inequalities. 
Proof. Choose the Lyapunov-Krasovskii candidate by
Then, the proof can be derived directly with the input delay approach when (t) 0 V > and (t) 0 diag{ , , } 0 
and the filter gains can be designed by 1 2 
0
. 0
Proof. 
Illustrative Example
In this section, we give a numerical example to show the effectiveness of our proposed method.
Given the parameters in Eq. 1 as follows: 
With the designed residual generator, it can be verified that for means that the fault can be detected after it occurs. Fig. 1 shows the residual evaluation function, which also supports the obtained results. Fig. 1 The residual evaluation function
Conclusions
In this paper, we deal with the fault detection problem for NCSs by applying the passivity theory. The fault detection filter is developed for residual generation. Moreover, the design procedure for the corresponding filtering gains is given with sufficient conditions. In the end, the simulation results are given for demonstrating the correctness of our proposed fault detection method. One interesting future study may be extending the obtained results in this paper to the cases with bandlimited cases.
